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                                                     Introduction
HamServ is a multi user, multi mode Client and Server program, each of the Clients and Servers can be turned on or off, so you only need to enable the ones you actually need, for example if you just want to run a simple packet PMS just enable the Ax25 server, (you will also need the AGW Packet Engine) if you want to automatically forward items entered enable Smtp & Pop3 to handle personal mail, and/or Nntp to handle bulls.

You can read bulls in several ways, you can read them using the WebMail server to get a nice graphical style of BBS, you can connect using a telnet program and read bulls like a traditional packet BBS, you can connect using Ax25 packet radio, or you can collect them from HamServ using Outlook Express.

If this all sounds very confusing, don’t worry, their are so many options, I will describe them all in detail below, but the supplied default setting will work just fine for many users, just click on Sync right now and watch HamServ dial up and collect hundreds of bulletins world wide, wait a couple of minutes for the mail daemons to work.

Then close down HamServ and re-start it, this builds your index files and only needs to be done once.

Click on connect and read some of the bulletins you have collected, it’s that easy.

“Connect” opens up Internet Explorer and you are invited to login with your callsign and a password, if you don’t have Explorer but are using some other browser such as Netscape you may have to enter the IP for HamServ on the address bar of your browser (normally http://127.0.0.1).

Now read below for further details on how to set up the other features.

First you need a name for your system (SystemName) normally this should be your callsign followed by .ampr.org example…

SystemName=gb7abc.ampr.org

If you are using HamServ to collect email from your internet service provider you need a system name to match your internet account, mine is gb7abc.net

You can create a number of system names in the Host Names dialog box.

                                               Clients

The clients are the ones that connect out to other systems to send and receive mail, their are two ways of connecting out, you can enable the “Sync” setting for the client to connect out when you press the Sync button, or you can enable the “Poll” setting to connect out automatically every hour or so.

Nntp

There are two main options for the Nntp Client, they are “Manual” and “Timed” 

If you enable Timed, HamServ will connect out every hour or so and collect news items.

If you enable Manual, HamServ will connect out when you press the Sync button.

The file “Nntp.txt” defines who the Nntp client connects to, it is a comma delimited file with the following options:-

The 1st field defines what HamServ will do when it has connected to the remote server, it can be set to “ihave”, “post”, or “poll”

If it is set to “ihave” any bulletins you have in your bspool\out folder will be offered to the remote server by telling it the bulletin id example “IHAVE 123456GW3TMH” the remote server will then check to see if it needs that news bulletin, and either accept or refuse it.

If it is set to “post” which is the more traditional mode used by most nntp systems, the entire news bulletin is sent, and the remote server will then check the bulletin id and dump the item if it doesn’t want it.

If it is set to “poll” HamServ will connect to the remote server and collect news bulletins, but will make no attempt to send any.

The 2nd field defines the hour to connect, any number of entries can be in field 2 separated by a slash, each hour must have two digits, note that this is not an exact time, all it means is that when the Nntp send daemon runs (which can be any time in the hour) it will check to see if there is a numeric entry that matches the current hour of the day if there is, and NntpPoll is enabled, HamServ will connect out and collect news bulletins.

The 3rd field defines the remote server to connect to.

The 4th field defines the port to connect to on the remote server normally this is 119

The 5th field is your username, this is only required if the remote server needs you to login with a username and password.

The 6th field is your password, this is only required if the remote server needs you to login with a username and password.

The 7th field defines the newsgroup that you want to collect news items from, here you can define a single group, or use wildcards to collect from more than one group. To collect news items from an amateur radio system it’s best to put a * here to collect from all the available groups, but if you are connecting to a large system with hundreds of news groups such as the one run by your ISP just put a single group here such as alt.ham.radio

Pop3

There are two main options for the Pop3 Client, they are “Manual” and “Timed” 

If you enable Timed, HamServ will connect out every hour or so and collect mail.

If you enable Manual, HamServ will connect out when you press the Sync button.

The file “Pop3.txt” defines who the Pop3 client connects to, it is a comma delimited file with the following options:-

The 1st field defines the hour to connect, any number of entries can be in field 1 separated by a slash, each hour must have two digits, note that this is not an exact time, all it means is that when the Pop3 send daemon runs (which can be any time in the hour) it will check to see if there is a numeric entry that matches the current hour of the day if there is, and Pop3Poll is enabled, HamServ will connect out and collect mail.

The 2nd field defines the remote server to connect to.

The 3rd field defines the port to connect to on the remote server normally this is 110

The 4th field is your username, this is required to login to a Pop3 server.

The 5th field is your password, this is required to login to a Pop3 server.

Smtp

There are two main options for the Smtp Client, (found in HamServ.ini) they are “Manual” and “Timed” 

If you enable Timed, HamServ will connect out every hour or so and send mail.

If you enable Manual, HamServ will connect out when you press the Sync button.

The file “Smtp.txt” defines who the Smtp client connects to, it is a comma delimited file with the following options:- (note only one line, not multi line like Pop3 & Nntp)

The 1st field defines the hour to connect, any number of entries can be in field 1 separated by a slash, each hour must have two digits, note that this is not an exact time, all it means is that when the Smtp mail daemon runs (which can be any time in the hour) it will check to see if there is a numeric entry that matches the current hour of the day if there is, and SmtpPoll is enabled, HamServ will connect out and send mail (if there is nothing to send it won’t connect).

The 2nd field defines the remote server to connect to.

The 3rd field defines the port to connect to on the remote server normally this is 25

The 4th field is your username, this may be required to login to a Smtp server.

The 5th field is your password, this may be required to login to a Smtp server.

                                             Servers
The servers are the ones that sit and wait for other people to connect to you.

Ax25

The Ax25 Packet radio port is designed to interface with the AGW Packet Engine, and uses the “Winsock” interface, first you must configure the AGW Packet Engine and enable the “Winsock” interface, the details of how you do this are included with the packet engine.

You also need to disable the AGW http interface, otherwise AGW will stop you connecting to the HamServ http port.

I decided to use the AGW packet engine for the Ax25 mode as it enables HamServ to be used with a vast array of tnc’s, I could not possibly write drivers for every available tnc make and model, so using the AGW packet engine as the Ax25 interface made it possible to instantly add support for virtually every tnc on the market with very little effort.

I suggest you also install the AGW Term program (the Winsock version) and use this to first test that you have the packet engine working properly.

When you are sure this is OK, you can edit the Ax25 options in HamServ.

These are:-

Enable or Disable the Ax25 port.

The WinSock port that you have configured in the packet engine to interface with HamServ, this is usually port 8000.

The callsign that you want HamServ to register with the packet engine, connect requests for this callsign will then by directed to HamServ by the packet engine.

The IP address of the machine the packet engine is running on, if HamServ is running on the same machine as the packet engine this will be 127.0.0.1 it is possible though for HamServ to be on a different machine, if this is the case you would need the IP address of the machine the packet engine is running on here.

Http

The config options for Http (Web Mail) are:-

Enabled, to turn on or off the Web Mail server.

AllowGuest, if you allows guests anyone can connect to your system, if you don’t only people who are in the list of registered users will be allowed to connect.

Port = 80 This is the default port that browsers normally expect, but you can change it if you wish to have a private Intranet.

Nntp

The config options for Nntp are:-

Enabled, to turn on or off the Nntp news server.

Port = 119 This is the default port that users normally expect, but you can change it if you wish to have a private Intranet.

Note that the Nntp system needs a username and password before it allows a user in, this is compatible with the system used by Outlook Express, it can be over ridden by turning security off.

(In Outlook Express click on “Tool” then select “Accounts” click on the “News” tab, select the account for HamServ, click on the properties button, click on the “Server” tab, click on the “This server requires me to log on” and enter your Account name and Password)

Pop3

The config options for Pop3 are:-

Enabled, to turn on or off the Pop3 mail server.

AllowGuest, if you allows guests anyone can connect to your system, if you don’t only people who are in the list of registered users will be allowed to connect.

Port = 110 This is the default port that users normally expect, but you can change it if you wish to have a private Intranet.

Smtp

The config options for Smtp are:-

Enabled, to turn on or off the Smtp mail server.

Port = 25 This is the default port that users normally expect, but you can change it if you wish to have a private Intranet.

OnlyRelayLocal = TRUE or FALSE, this checks the senders domain name, the bit after the “@” symbol, so if your system is called “gb7abc.ampr.org” and you set OnlyRelayLocal to TRUE mail will only be relayed (forwarded) if the senders address is a user on your system, for example if the mail had a senders address of gw3tmh@gb7abc.ampr.org it would be relayed (forwarded), but if the senders address contained gw3tmh@gw3tmh.ampr.org it would not be relayed (forwarded), as the return mail address would be  an unknown system.

Note that the Smtp system needs a username and password before it allows a user in, this is compatible with the system used by Outlook Express, it can be over ridden by turning security off.

(In Outlook Express click on “Tool” then select “Accounts” click on the “Mail” tab, select the account for HamServ, click on the properties button, click on the “Servers” tab, click on the “My server requires authentication” and enter your Account name and Password)

Telnet

The config options for Telnet are:-

Enabled, to turn on or off the Telnet server.

AllowGuest, if you allows guests anyone can connect to your system, if you don’t only people who are in the list of registered users will be allowed to connect.

Port = 23 This is the default port that users normally expect, but you can change it if you wish to have a private Intranet.

                                      Additional Features

7plus
If HamServ finds the Win_7plus DLL in it’s main folder it will attempt to decode any 7plus that passes through and put a copy of the decoded file in the “7decode” folder.

AutoDial

If you want HamServ to make a dial up connection over the internet when it tries to forward mail, enable this option, you may also want to enable the disconnect when finished option.

If you have an always on connection, or forward to a LAN disable AutoDial

Spam

Stopping spam, if only we could, well now you can try the spam blocker built into HamServ.

BlockSpam Enabled

If you enable this HamServ will look for a file called BlockSpam, and compare each line in that file with every line in each personal message it collects.

You can block a sender by adding the senders name here ie

From: studysss@1234.com
This will block the above sender

I have recently found huge amounts of spam arriving that has been sent in base64 encryption, this gets it past a lot of spam checks, and Outlook Express decodes it on arrival so I was unaware it had been encrypted.

By setting a line in BlockSpam to reject any encrypted messages a good 50 percent of my spam vanished ie.

Content-Transfer-Encoding: base64

Another trick being done by the spammers is to add links in the message to open up images on there server, this includes a reference number, so they know you got the spam.

By rejecting all mail that calls up a remote reference a lot more spam goes.

src="http://

and also

<A href=

If you then want to over ride the above reject list to allow a particular sender to still get through even when rejected, add the sender to the file called PassSpam ie

From: studysss@1234.com
You may need to create this file yourself using Notepad.

Now consider this, assume you have an entry in BlockSpam as below

Subject:

Every single item of mail would be rejected, as it all contains the word “Subject:”

Now suppose you add into the file PassSpam the following

Subject: Fred

Every message you get will have been rejected, but if the first word of the subject is “Fred” it will now be released again.

So you could have a secret word, which you only give your friends, maybe your callsign? And instruct them to always put that as the first item in the subject.

The mail with this password will get through, and everything else will be rejected.

You can then if you wish collect you mail from HamServ using Outlook Express so the above spam filter is almost transparent to you the user.

Exporting to FBB

ExportBulls

Another option added, will create a WA7MBL/FBB compatible export file of all the bulletins collected, at present this only exports bulls, not personal mail, a companion import function is also included.

Bulls are exported into the export\out folder don’t leave this option on unless you really need to, as it will create a lot of very large files.

(To import bulls place the .EXP in the export\in folder)

External servers.

External servers can now be run several are on the web site.

                                        Mail distribution
You can now up a mail reflector similar to the one at Yahoo groups by creating a text file in the lists folder.

Name the file with the name you want to give the reflector, you could for example call it hamsrv.txt then any personal messages that arrive on your system addressed to hamsrv would be processed by this list.

It does not matter how the messages are input, they could be a local keyboard input, a telnet or Ax25 input, or received as email, they all get treated the same.

Edit your new file hamsrv.txt to have the addresses of the people you want copies to be sent to, see the supplied sample file in the lists folder.

